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ms_exc.registration.Trylevel = 8;
strepy(vl3, "ela93e6635deb@d70150a565d681393b");

strlen(vid);

vd = vi14;

v5 = &v15;

do

{
vh = *yd;
o+t = Fydasg

¥

while ( vo );

for (1 =0; 1 < 43; ++1 )
aFpeb[i] "= 0x1lu;

puts(aFpeb};

for ( 1 =0; 7 < 34; ++7 )
aD3c[7] "= @x13u;

puts(aD3c);

scant("hs", &v16);
vl = diob_ func();
rewind(v9);
if ( sub_FA2560((int)&vis) )
{
for ( k =@; k < 25; ++k )
byte FA4B68[k] *= @x15u;
ms_exc.registration.Next = (struct EH3 EXCEPTIOM REGISTRATION *)byte FAA0GS;
¥
else
{
for ((m=@; m < 24; ++m )
#(&unk_FA4084 + m) “= @x17u;
ms_exc.registration.Next = (struct EH3 EXCEPTIOM REGISTRATION *)&unk FA4@84;



ViU 4] = vZ;

Destination[@]
v20[5] = v3;

Destination[1]
Destination[3]
Destination[2]
Destination[4]
Destination[6]
Destination[5]
Destination[7]
Destination[9]
Destination[8]

VeE = oW,

while ( *((unsigned _ int8 *)v20 + v4) == Destination[v4] )

{

{Destination[@]

{Destination[1]
(Destination[3]
{Destination[2]
(Destination[4]
{Destination[6]
{Destination[5]
{(Destination[7]
{Destination[9]
{(Destination[8]

if ( ++vd »>= 108 )

{

+

> >+ + +

=

33) ~

25)
25)
33) »
33) ~
33) »
@x19)
Bx19)
ex19)
33) ~

HNIERRIERE, BIJL AL, ERRINREMSEL

Oxl6;

18;

- 18;

Bx16;
Bx16;
Bxl6;
- 18;
- 18;
- 18;
Bxl6;



EENMEERIRE AES,
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vle = vb;

keyExpansion(v12);
sub_FA10008 (& 17);
sub_FA1320(&v17});

BRHRET

v/ = 9;
do

{

vi += 16;
sub_FA1386();

sub FAl147@(&v17);
sub_FA158@(&v17);
sub FA1320(&v17);
--v/;

¥

while ( v7 );

sub_FA1388();
sub FA1478(&v17);
sub FA1320(&v17);

vd = 8;

v9
do

{

N e Y]

: 0OFAL0AD
- eFA40HER
:@OFAJOED
:0OFAJOLD
- OBFAJOED
:@OFAJOED
:0OFAJOLD
- OBFAJOED
:@OFAJOED
:0OFAJOLD
- OBFAJOED
:@OFAJOED
:0OFAJOLD
- OBFAJOED
:@OFAJOED
:0OFAJOLD
- 0BFAJLOED
:@OFAJOED
:0OFAJOLD
- 0BFAJLOED
:@OFAJOED
:0OFAJOLD
- 0BFAJLOED
:@OFAJOED
:0OFA41ED
-0BFA41ED

*(v9 - 2)
*(vo - 1)

(_BYTE *)(al + 2);

*v9 =
vo[1]
vl +=

wv

s}
18
BB
54
4D
cD
A9
7C
AE
L
96
61
2B
Ad
E@
DE
F4
ac
97
2C
39
DA
80
4F

g

*(&v17 + vB);
*((_BYTE *)&128 + v8 + 3);
BYTE *)&v19 + v8 + 3);

= *((_BYTE *)&v20 + v8++ + 3);

ULy Le_ 1 OeUny Uy gy D MU vy

00+
EC+byte FA40E® db 18h, 75h, 28h, OFSh, 55h,
AD+
92+
1A+
65+
AB+
B3+
3C+
2D+
BA+
CE+
CF+
A1+
7F+
8A+
FA+
43+db 14h, 4Ch, @B7h, 78h, 62h, @©AGh, 6Ah,

E]
3

9
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sub_FA191@+6BTo

oh, 71h, @D5h, 1Bh, @ECh, @BBh, @B@h, 95h, 6Fh, 94h, 7¢
DATA XREF: @@5E10FATr

BOS5SE1BFETr

BO5E11181Tr

BE5E1125Tr

BO5E11531r

BA5E115ETr

BE5E11731Tr

BO5E11801Tr

BO5E11BaTr

BO5E11BBTr

BO5E11CDTr

Ba5E11DDTr

BO5E120ETr

BO5E12191r

GOSE122ETr ...

h, ©CDh, @, OFlh, 7Dh, 5Eh, 1Eh, @F5h, 8Dh, 11h, 65h, €

CB+db 6, 77h, 89h, @Ceh, 7Eh, ©B3h, OAEh, OC6h, @Bah, 8Bh, ODFh, 1Dh, 23h, 17h, @EAh, 3Ch, 98h, eDCh
09+db @EDh, SEh, 38h, @BAh, 61h, 0Bh, 85h, 5Bh, 24h, 6Bh, @F6h, 21h, 3Fh, @CEh, 2Bh, 22h, 0ASh, OCsh
2F+db 3th, 41h, @Eeh, @BSh, 9Fh, ©Ceh, ©ACh, 93h, 9th, OFsh, @F7h, 7Fh, ODEh, 3Bh, @DAh, 72h, 8sh, €
@2+db @Ch, 25h, 9Bh, @Azh, 7, 15h, 4, @Cah, 87h, 43h, 97h, ©B8h, 66h, @E3h, 45h, ©AAh, 8Fh, 13h, OFC
27+db 33h, OFEh, 9Ah, 5Ch, 86h, 6Dh, 16h, 2Fh, @D4h, @B2h, 48h, 82h, SFh, 68h, 20h, 3, @Coh, 2, 86h,
F3+db 1, OFh, 98h, 46h, 83h, OF3h, 31h, @BDh, 58h, 4Bh, 5, @B6h, @D6h, 8, @C3h, 49h, 1Fh, 59h, 16h,

; int argc
argc dd @

3

; DATA XREF: @@5E2773To



AR LTS AES RISEE, AERESNT—T, #5287 EfAfag

El//unsigned char S[256] = {

/! Ox63, Ox/C, Ox/7, ©x/B, ©xF2, @x6B, Ox6F, OxC5, Ox30, ©x01, @x6/, @x2B, OxFE, OxD/, OxAB, @x/6,
/7 OxCA, 0x82, 0xC9, @x7D, BxFA, Ox59, @Ox47, OxFO, OxAD, OxD4, @OxA2, OxAF, Ox9C, OxA4, 0Ox72, OxCO,
/7 OxB7, OxFD, x93, @x26, Ox36, Ox3F, OxF7, OxCC, 0x34, OxA5, OxES, OxFl, Ox71, OxD8, ©x31, 0Ox15,
/7 OxB4, OxC7, 0x23, @xC3, Ox18, 0x96, ©x05, OxOA, 0x07, Ox12, 0x80, OxE2, OxEB, 0x27, 0xB2, 0x75,
/7 OxB9, 0x83, 0x2C, @x1A, Ox1B, Ox6E, Ox5A, OxAD, 0x52, Ox3B, OxD6, OxB3, 0x29, OxE3, Ox2F, 0x84,
/7 0x53, 0xD1, 0x00, OxED, 0x20, OxFC, ©xBl, Ox5B, Ox6A, OxCB, OxBE, Ox39, Ox4A, Ox4C, 0x58, OxCF,
/7 OxDO, OXEF, OxAA, OxFB, 0x43, 0x4D, ©x33, Ox85, 0x45, OxF9, 0x02, Ox7F, 0x50, Ox3C, OxOF, OxAS,
/7 Ox51, OxA3, 0x40, @x8F, 0x92, 0x9D, ©x38, OxF5, OxBC, OxB6, OxDA, 0x21, 0x10, OxFF, OxF3, 0xD2,
/7 0xCD, 0x0C, ©x13, @xEC, Ox5F, 0x97, ©x44, Ox17, 0xC4, OxA7, Ox7E, Ox3D, 0x64, 0x5D, 0x19, 0x73,
/7 Ox60, 0x81, Ox4F, @xDC, 0x22, Ox2A, ©x90, Ox88, 0x46, OxLL, 0xB8, Ox14, OxDE, Ox5SE, 0x0B, OxDB,
// OxEQ, 0x32, Ox3A, @Ox0A, 0x49, 0x06, ©x24, Ox5C, OxC2, OxD3, OxAC, 0x62, 0x91, 0x95, OxE4, 0x79,
I/ OxE7, OxC8, 0x37, @xeD, ©x8D, e@xD5, @x4E, OxA9, @x6C, ©x56, @xF4, OxEA, 0x65, Ox7A, OxAE, 0x08,
I/ OxBA, Ox78, 0x25, @x2E, @x1C, @xA6, 0xB4, oxCe, OxE8, ©xDD, @x74, ©x1lF, 0x4B, OxBD, ©x8B, 0x8A,
I/ 0x79, Ox3E, 0xB5, @xb6, 0x48, @x03, 0xF6, OxOE, Ox61l, ©x35, @x57, ©xB9, 0x86, OxCl, ©x1D, Ox9E,
/! OxE1l, OxF8, ©x98, ©x11, ©x69, @xD9, Ox8E, ©x94, Ox9B, Ox1E, ©Ox8/, ©xE9, OxCE, Ox55, ©x28, OxDF,
// Ox8C, @xA1, 0x89, 0x0D, OxBF, OxE6, 0x42, Ox68, @0x41, 0x99, @x2D, OxOF, 0xB@, @Ox54, OxBB, 0x16
/7};
éunsigned char S[256] = {
0x18, Ox79, ©x28, OxF9, Ox55, 0x99, Bx71, 0xD5, Ox1B, OxEC,
OxBB, OxBO, ©x95, Ox6F, 0x94, Ox7@, ©xA3, 0x53, 0x63, OxAD,

J//unsigned char inv_S[256] = {

// @x52, 0x09, Ox6A, @xD5, 0x30, 0x36, OxA5, 0x38, OxBF, 0x40, OxA3, ©x9E, 0x81, @xF3, 0xD7, OxFB,
// @x7C, OXE3, ©x39, @x82, 0x9B, @x2F, OxFF, 0x87, 0x34, OxSE, 0x43, 0x44, 0xC4, @xDE, OXE9, OxCB,
// @x54, 0x7B, 0x94, ©x32, OxA6, 0xC2, 0x23, 0x3D, OxEE, @x4C, 0x95, ©x0B, 0x42, @xFA, 0xC3, Ox4E,
// 0x08, Ox2E, OxAl, @x66, 0x28, OxD9, 0x24, 0xB2, Ox76, Ox5B, OxA2, ©x49, 0x6D, @x8B, 0xD1l, 0x25,
// 0x72, OxF8, OxF6, Ox64, Ox86, Ox68, 0x98, Ox16, OxD4, OxAd, Ox5C, OxCC, Ox5D, @x65, OxB6, 0x92,
// @x6C, 0x70, 0x48, x50, OxFD, OxED, OxB9, OxDA, Ox5E, @x15, 0x46, ©x57, OxA7, @xSD, 0x9D, 0x84,
I/ @x90, 0xD8, OXAB, @x00, Ox8C, @xBC, @xD3, Ox0A, OxF7, OxE4, @x58, ©x05, @xB8, @xB3, 0x45, 0x06,
// 0xDB, Px2C, Ox1E, @x8F, OxCA, Bx3F, OxOF, 0x02, OxCl, OxAF, OxBD, ©x03, 0x01, @x13, Ox8A, Ox6B,
I/ @x3A, 0x91, Ox1l, @x41, Ox4F, @x67, OxDC, OxEA, @x97, @xF2, OxCF, ©xCE, OxFO, @xB4, OxXE6, 0x73,
// 9x96, BxAC, ©x74, @x22, OxE7, OxAD, ©@x35, 0x85, OxE2, OxF9, ©Ox37, ©xES, Ox1C, @x75, OxDF, Ox6E,
// @x47, 0xF1, Ox1A, @x71, 0x1D, 0x29, OxC5, 0x89, Ox6F, @xB7, Ox62, OxOE, OxAA, @x18, OxBE, 0x1B,
I/ @xFC, 0x56, Ox3E, @x4B, 0xC6, @xD2, @x79, 0x20, Ox9A, OxDB, @xC@, OxFE, @x78, @xCD, OX5A, OxF4,
/7 @x1F, @xDD, OxAS, @x33, 0x88, @x@7, @xC7, 0x31, OxBl, @x12, Ox10, ©x59, Bx27, @x80, OxEC, Ox5SF,
// 0x60, 0x51, OX7F, OxA9, 0x19, OxBS5, Ox4A, 0x0D, 0x2D, OXE5, Ox7A, ©x9F, 0x93, @xC9, 0x9C, OXEF,
/7 @xA®, OxE@, Ox3B, @x4D, OxAE, Ox2A, OxF5, OxBO, OxC8, OxEB, OxBB, ©x3C, 0x83, @x53, 0x99, Ox61,
// @x17, 0x2B, 0x04, Ox7E, OxBA, 0x77, 0xD6, 0x26, @xEl, @x69, @0x14, ©x63, 0x55, 0x21, @x0C, 0x7D
/}s

unsigned char inv S[256] = { ©x29, Bxe®, 0xdl, Oxcf, Oxab, Oxea, Ox40, Oxad, Oxed, Oxbd, Ox5e, ©x65, Oxad, 0x91,

flag/g: flag{ETYt3eKw4nmMPfByjAQighCIDT}
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HNE—NREETL KB lagH sk oflag{, KE}, BFEJLLE-

5trl = 9;

ve = @;

vy = @;
Destination = @;
vl = @;

v = 13;

strncpy(&Strl, Source, 5u);
strncpy(&Destination, Source + 41, 1u);

v/l = @;
vl = @;
if ( strcmp(&Stril, "flag{") || (result = Destination, Destination != '}') )

sub_481028();
while ( v2 <= 28 )
{
if ( lsub_ 40104B(Source[v2]) )
sub_401028();
result = v2 + 5;
v2 += 5;
¥
return result;
t

FiEE—EIESIRIE, IRBREL
1| intl6 sub_4029D0()

2{
3| return 15;
4

¥

25-

int _ cdecl sub_402C48(char *al, char a2)
H
| int result; // eax

int v3; // [esp+4Ch] [ebp-8h]
int i; // [esp+50h] [ebp-4h]

vi o= @;
o for (1= 85 ++1)
o4
I result = al[1i];
if ( lal[i] )
break;
if ( al[i] != a2 )
al[vi++] = al[1];
.,
| all[v3] = e;
"I return result;




flag{/GRYJL =T, BEFENE, RER

v2[e] = 102;
v3i[1] = 52;
v2[2] = 51;
v3i[3] = 49;
v3i[4] = 52;
v3[5] = 57;
vi[6] = 96;
v3i[7] = 60;
vi[8] = 61;
v3i[9] = 34;
vi[le] = 1e4;
v3[11] = 33;
vi[12] = 56;
for (1 =0; 1 < 13; ++1 )
{

if (1% 2)

{

if ( (char)((2 * 1) ™~ *(_BYTE *)(1 + al)) != v3[1] )
sub_4@1028();
¥
else if ( (char)(i ™ *(_BYTE *)(1 + al)) != v3[i] )
{
sub_4@1028();

¥
result = 1 + 1;
¥

return result;

1



[EEMAmMJSINE, FELES/SHE base64 LU, MAJLARIMELF

v5[0] = 63;
vs[1] = -70;
v5[2] = -60;
v5[3] = -111;
v5[4] = -60;
v5[5] = 116;
vs[6] = 2;
vs[7] = 38;
v5[8] = -20;
v5[9] = -110;
v5[10] = 56;
v5[11] = -62;
v5[12] = 11;
v5[13] = 109;
v5[14] = 39;

v5[15] = -45;
sub 40102D(v2);
vl = strlen(5tr);
sub_4081041((int)v3, Str, vl);
result = sub_401@5F(v3, v4);
for (1 =0; 1 < 16; ++1 )
{

if ( v5[1] = v4[i] )

sub _4810828();

result = 1 + 1;

¥

return result;

strepy(Strl, "ZjQ30DEzYzIZ2NTkOYzA=");
Str[14] = e;
sub_481055(5tr, (int)str2);
result = stremp(Strl, Str2);
if ( result )
sub_401028();
return result;



REEAZRMAREABIEWRESR, ALIZ0 (55a189(E/90)
[[int _ cdecl sub_462898(int al)

}

2

3| inmt v2[22]; // [esp+568h] [ebp-84h] BYREF

1| char v3[16]; // [esp+A8h] [ebp- 2 h] BYREF

y| int vd; // [esp+B8h] [ebp-1Ch]

5| CPPEH_RECORD ms_exc; // [esp+BCh] [ebp-18h]
7

3| ms exc.registration.Trylevel = @;

1| vl = 8;

)| sub_48182D(v2);

L[| sub_401041((int)v2, "flag", 4);

' sub_481@05F(v2, v3);

|l return 1 / 21;

HY

FiLA&f=flag/y:

flag{f61703f2-50b7-4f47-813c-26594c0e5810}

Crypto
ezRsa
I IARIE, FlagAcEpliEriR, BILRHFEN, Heh— M EDAflag

from sympy.ntheory import legendre_symbol, sqrt_mod

p:
13107939563507459774616204141253747489232063336204173944123263284507604328885680072
478669016969428366667381358004059204207134817952620014738665450753147857

Cc =
41248207997371072363088370085243973551077869504147699961813243335569501542069800594
06402767327725312238673053581148641438494212320157665395208337575556385

sqrt_c_mod_p = sqrt_mod(c, p, all_roots=True)



